Examining Disclosure
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A Conceptual Balance
Ohm (2009) Risk vs. Utility



Calibration

More sticks than carrots
Penalties?
Benefits?... are they tangible?



Disclosure Risk

Statistics Netherlands:
"the risk of inappropriate attribution
of information to a data subject”

Measuring Risk

diversiny

= m-canlasinn



Measuring Risk

k-anonymity + t-closeness + l-diversity
= n-confusion

eScience Perspective

NIAH Algorithm (k-anonymity)
Statistical Discloswre Control



Statistical Disclosure
Control (SDC)

Methods to mitigate risk:
recoding, suppression, swapping,
shuffling, synthetic data... access
agreements, resource

management.

SDC in Practice

MNHS Seatland 150



SDC in Practice

NHS Scotland ISD
+ Recoding/Suppression
almost exclusively
- Ad hoc application by

analysts
- Few systematic approaches
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Data Utility

Subjectivity

Approaches
Query based
Statistical Models
Real-world analytical scenarios
Case Study



