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Or, 

A tale of tiny data. 

Sort of. 



Benefits of small size 

http://www.flickr.com/photos/malingering/305062682 



Archives meet…digital forensics? 

 Increased acquisition of born-digital materials  

 

 Technical, administrative + intellectual challenges 

 Processing 

 Preservation 

 Access 



Introduction to BitCurator 

 Open source digital forensics environment for 

archivists 

 

 Arose from recognized need for tools that 

 Integrate easily into digital curation workflows 

 Provide public access to data 

 

 Year 3 of iterative software development  

 

 



Primary Needs of a Practitioner 



Get data off of media 



Maintain authenticity and integrity  



Generate preservation metadata 



Analyze / investigate / understand data 



To support future processing / description 

preservation / access / use 



Case Study 





Workflow diagram / overview 

WORKFLOW 
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Create disk image 



Configure Hardware 

Attach Write-Blocker 
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Verify Disk Image 

Export files 

Generate file 
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Born Digital Workstation 2.0 













Initial analysis 



Extract filesystem 

metadata  

Identify personal 

/ private info 

Generate reports 



Extract filesystem metadata 







Identify private / personal / sensitive info 









Generate reports 











Conclusion / future  



Future Work for BitCurator 

 Metadata reporting on specific preservation 

events 

 

 Phased community uptake through training 

and outreach activities 

 

 Documentation and wiki expansion  
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