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Or,
A tale of tiny data.

Sort of.






Archives meet...digital forensics?
—

0 Increased acquisition of born-digital materials

0 Technical, administrative + intellectual challenges
Processing
Preservation

Access



Infroduction to BitCurator
—

0 Open source digital forensics environment for
archivists

0 Arose from recognized need for tools that
Integrate easily into digital curation workflows

Provide public access to data

0 Year 3 of iterative software development



Primary Needs of a Practitioner



Get data off of media



Maintain authenticity and integrity



Generate preservation metadata



Analyze / investigate / understand data



To support future processing / description
preservation / access / use



Case Study
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Case Study Workflow

Extract

Assign filesystem

Identifier metadata
(DFXML)

Get Media

Photograph
Identify PII

Record Media
Characteristics Media

Magnetic Media
(Hard drives, Format? Identify
floppy disks, duplicates
flash drives)

Configure
Hardware :
(media drives) Optical (CD, DVD)
Generate
reports

Create Disk :
Remove /

Attach
Write-Blocker Image
Select / Redact
Appraise Restricted
content

Verify Disk
Image

Remove

duplicates

Export files
from disk
image
Configure SIP

Generate file Virus check

hashes

Produce AIP

WORKFLOW




Document media






File Home Create External Data Database Tools

=5| Born Digital_Detail

Born Digital - Detail
e J e

el

Identifier | 2013_030_079

Accession Number | 2013_030

Transfer Type | Physical Media

-

Physical Media

Media Storage Location |Electronic Media Storage

Media Format | Magnetic

Media Sub Type | Floppy 3.5in.

Manufacturer | Imation

Navigation Pane

Maodel |High Density IBM Format

Age |15

Condition |Good

N I B I B 0 W

Media Label Text | 9812 90812A-1 9812A-2

Media Photographed? ‘ No

Disk Image Created? ‘Yes

Disk Image Date ‘4{19{2013

Disk Image Filename ‘2013_030_0?9.aﬁ

Disk Image Software [FTK Imager

I N N X

Date Acquired |11/8/2012

Received From | Joe Crabtree

Received By |Sam Meister

Produce AIP

Virus Scan? ‘ Yes

Metadata Extracted? ‘

AIP Created? ‘

AIP Transferred? ‘

] B B ]

Date Transfer Storage ‘

Network Storage Location ‘

Transfer Motes

Record: 4 4 318 0f335 » M b-:':-l % No Filter | Search

-

Form View

MNum Lock E[ Yo
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Accession No. Identifier

2007. 038 00 5

Aspec Fron everse 3ide /Case




Create disk image
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[ ]
File:

0 &S

View Mode Help

1= L NE

wE R P

Evidence Tree # | |F

ile List

MName

Size | Type Date Modified |

-
B Drive/Image Verify Results

S|

Mame
Sector count
El MD5 Hash
Computed hash
Report Hash
Verify result
E SHA1 Hash
Computed hash
Report Hash
Verify result
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ﬂewl Edit &emovel Remaowe &Ill Create Imagel

" Custom Content Sources

For User Guide, press F1

Hex 2 Interp

-

Creating Image... L =

Image Source:

IA:\,

Destination: I F:'\borndigital\2007_038\2007_033_001\2007_038_001
Status: I Image created successfully
Progress

Elapsed time:

| 0:00:52

Estimated time left: |

Image Summary... Cloze |

Creating Directory Listing [100%]

Listing Source: I F:\borndigital\2007_038\2007_033_00142007_038_001.aff

Destination: I F:\borndigital\2007_038\2007_033_001\2007_038_001.aff
Status: I Directory listing created successfully
Progress

Elapsed time:

Estimated time left:

Close |




Initial analysis






Extract filesystem metadata



BitCurator-0.3.0 [Running] - Oracle VM VirtualBox
BitCurator Forensics GUI

I:I @ - o0 Bitcurator Reports

e
Computer

3:35PM R BitCurator %

Computer

media sf_borndigital 2007_038  2007_038_001  disk_image @& <% Q search
Fiwalk XML | Annotated Features Reports

|l Home

Name * | Size Type Date Modified
Fiwalk produces a DFXML file showing the volumes, directories, and files & Desktop

contained within a disk image. i Documents b || disk_image 3items folder Fri 09 Aug 201

> files 1item folder Fri 09 Aug 2013
£4 Downloads i <

» [ metadata 1item folder Fri 09 Aug 2013
[l Music g
Image File

] Pictures
2007 038/2007 038 001/disk image/2007 038 001.aff )

=) B videos

Imaging Tools ~=_ File System
C
ging/loa Output XML File

/2007_038/2007_038_001/metadata/2007_038_001.xml] |

2 Trash

- Network

izl Browse Net...
R — Command Line Output:
>> Command Executed for Fiwalk = ['fiwalk’, -f, "-x",
‘/media/sf_borndigital/2007_038/2007_038_001/metadat
a/2007_038_001.xml’,
'/media/sf_borndigital/2007_038/2007_038_001/disk_im
age/2007_038_001.aff"]
Additional Tools

>> Success!!! Fiwalk crated the Following file(s):

0

| Cancel || Close _|[ oK

BitCurater

@0 g @@l @ Erightcerdl




2007_038_001.xml (New Volume /media/shareddisk/borndigital/2007_038/2007_038_001/metadata) - gedit

B P oe - B save 5 Undo ), O

/] 2007_038_001.xm| %

<?xml version="'1.8" encoding='UTF-8'7?>
<dfxml version="1.0"'>
<metadata
xmlns="http://www.forensicswiki.org/wiki/Category:Digital_Forensics_XML'
xmlns:xsi="http://www.w3.0rg/2001/XML5chema-instance’
xmlns:dc="http://purl.org/dc/elementsf1.1/'>
<dc:type>Disk Image</dc:type>
</metadata=
<creator version='1.0'=>
<program>fiwalk</program>
<version=4.1.0</version=
<build_environment=
<compiller=GCC 4.6</compiler=
<library name="afflib" version="3.7.1"/>
<library name="libewf" version="20130416" />
</build_environment=>
<execution_environment=
<command_line>fiwalk -f -X /media/sf_borndigital/2007_038/2007_038_001/metadata/2007_038_001.xml /media/
sf_borndigital/2007_038/2007_038_001/disk_image/2007_038_001.aff</command_line=>
<start_time=2013-08-09T19:35:17Z</start_time>
</execution_environment=>

<[/creator=
<source=
<image_filename=>/media/sf_borndigital/2007_038/2007_038_001/disk_image/2007_038_001.aff</image_filename>
</source=
<!-- fs start: @ --=

<volume offset="0"'=>

<partition_offset=0</partition_offset>
<sector_size=512</sector_size=
<block_size=512</block_size=
<ftype>2</ftype>
<ftype_str=fatl2</ftype_str=>
<block_count>2880</block_count=>
<first_block=0</first_block=>
<last_block>2879</last_block=>
<fileobject=

<parent_object>

<inode=2</inode=>

</parent_object>

<filename>junk holder.wpd</filename>

<partition=1</partition=

<id>1</id>

<name_type>r</name_type>

<filesize=2328</filesize>

<alloc>1</falloc>

<used=>1</used=

XML ~ Tab Width: 8 - Ln237,Col9 INS



Identify private / personal / sensitive info



BitCurator-0.3.0 [Running] - Oracle VM VirtualBox

Bulk Extractor Viewer .~ B\ 1y ) 339PM 2 BitCurator i

X — 0

@ File Edit View Tools Help

| 2007_038 2007_038_001 disk_image @& <% Q search

= Al x = 9 y =
3 Highlight:| *  Size Type Date Modified

Bag Il Reports FeatureFilter [] Match case Mavigation 3items Folder Fri09 Aug 2014
& % 1item folder Fri 09 Aug 2013

1item folder Fri 09 Aug 2013
Feature File g

Image File 2007_038_001.aff
Feature Directory bulk

Progress (Doney

bulk_extractor scan completed. See Status, below, For details.

Options

@ Report is Ready fbulk'

bulk_extractor has completed. ‘ ‘
Report bulk has been opened and is ready for viewing. &/2007 038 i

aek]
| Elapsedtime: 1.858 sec.
Referenced Feature File| Overall performance:; 0.7937 MBytes/sec.
Referenced Feature Total email Features found: 0

Done.

Close

rater

@0 g @@l @ Erightcerdl
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BitCurator-0.3.0 [Running] - Oracle VM VirtualBox

Bulk Extractor Viewer
& - 0 Bulk Extractor Viewer
File Edit View Tools Help

X S 5P 8

3¢ Highlight: [harcourt

| [Match case

¥ bulk
packets.pcap

Reports Feature Filcer [ Match case

windirs, bxt Feature File wordlist,txt
22607  (Ithaca
22705 House,
22723 BETWEEN
22731 CICEAMNS(
B rcourt Brace
22787 World,
22826 prizes
22837 awards
22850  Mational
22859  Endowmnent
22882 Creative
22801 Writing
22895 Fellowship,
22613 Pushcart
= Prize,
22033 william
22041 Carlos
22645

Williams

Referenced Feature File
Referenced Feature

MNavigation

|.g (% 2007_038_001.aff, 22754, Harcourt,Brace
Image File 2007_038_001.aff

Feature File  wordlist.txt

Feature Path 22754
Feature Harcourt,Brace

Image
21760
21824
21558
21952
22016
22080
22144
22208
22272
22336
22400
22454
22528
22582
22656
22720
22784
22848
22012
22676
23040
23104
23168
23232
23206
23360
23424
23438
23552
23616
236590
23744
23508
23672
23536
24000

ro1egd, Her.most.recent.collectlon. 15, INVISIELE, HURSES, publishe
d.in. Movember, 1868 by Milkweed Editions......... In.the.spring.o
f.1863 Goedicke.was.an.artist. in.residence. at. the. Rockefeller.Fo
undation's Willa. oo Serbelloni._........... ... L,
Lake.Como, .in. ..o Bellagio._.............. Italy
...... Her. hooks of .poetry. are.........INVISIBLE.HORSES (Mllkwee
d.Editions, . 1998).. ... .. PALL. BUNY AN S.BEARSKIN,.(Milkweed.Editio
ng, . 18620, ..., THE. TOMGUES . WE. SPEAK., "Mew.and . Selected. Poems" . (ML
lkweed Editions, 1889)...... LISTEM, LOVE. (... v Barnwo
od. oo Press, 1886)...... THE.WIND. OF, OUR. GOING{Coppe
r.Canyon. Fress, . 19331, ... .. THE. KING.OF, CHILOHOOD. (Confluence . Pre
s5,.1884) . ... .. CROSSIMG. THE. SAME. RIVER. (The . University.of. Massac
husetts.Press, . 1980). ... .. THE. DOG. THAT . WAS, BARKING. YESTERDAY (Lyn
¥, House Press,  18880...... THE. TRAIL.THAT . TURNS, OM, ITSELF. {Ithaca
JHouse, (18781, FOR. THE. FOUR., CORMERS . {Ithaca.House, .\ 1978)..

. BETWEEN. OCEAMS(. . ....... ... ... Harcourt,Brace._..............
JeWorld, JInc., 19ESY.... . Among. her.prizes.and. awards.are.
a.National.Endowment.for.the, arts. Creative Writing. Fellowship, . a
Pushcart.Prize,.the.William.Carlos . Williams.Prize. from. New. Lett
BPE, 8.0 COLM. e Prize.for.a.poem.pub
lished.in.The.._.............. Hampden. _.............. -Sydney . Rey
iew,and, .most, recently, the 1887, Carolyn. . vovvvvinroinn, Kizer._
............... Prize.from. the.Monmouth, Instltute,.the.lge?.._
........... Hohenberg. _...............¢ward. from.The Memphis. Stat
e Review. and. the 1937.. ... ............ Strousse. ... A
ward.and. 1992 Edward. Stanley tward, from.Prairie. Schooner. ... ...,
...... g, Vv Herowork, appears . in.anthologies. such.as,
WO MORE. MASKS' . STROMG, MEASURES, . [COMTEMPORARY . POETRY . IN. TRADITI
OMAL . FORMS) ;. CROSSING. THE. RIVER. (Poets of. the.Western. United.Sta
tesd; WRITING. IM. A MUCLEAR., AGE. (from.Mew.England.Review. and.
............ Breadloaf. _............... Quarterly. puhllcatlons)
HE. PUSHCART . PRIZE. ANTHOLOGY  #I11; .WOMEN, BRAVE. IN, THE, FACE. OF. DANG
ER. {Photographs.of .and Writings.by. Latin.and Morth. dmerican,Wome
nl; WALT.WHITMAM, . (The . Measure. of . His. Songl; A, GEOGRAPHY . OF . POETS
. (Bantam}; .EDITOR'S.CHOICE. (The.Spirit.That.Moves. Us . Press); . THE
. TREASURY . OF . AMERICAN, POETRY. (Doubleday ). PSYCHE: . THE. FEMININE. P
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BitCurator-0.3.0 [Running] - Oracle VM VirtualBox

Search For Files...

]

iDDD M e

[LIE] RS

]

& - o 32Files Found - Search for Files

Name contains:

Look in folder: | files

v Select more options

Contains the text: | harcourt

Available options: | Date modified less than

Search results:

Name Folder Size
MILKPR.rtF  files/2007_038_015/[root] 5.3kB
MILKPRCR.rtf files/2007_038_015/[root] 31.2kB
PGBIO.rtf files/2007_038_015/[root] 11.9kB
PGCHRON.rtF files/2007_038_015/[root] 14.1kB
PGCHRON files/2007_038_024/[root] 9.9kB
MILKPR files/2007_038_025/[root] 2.7kB
PGBIO files/2007_038_025/[root] 7.7kB
MWPRIH95  files/2007_038_028/[root] 65.3kB
PGBIO files/2007_038_028/[root] 7.7kB

Help

Trash

Type

RTF document
RTF document
RTF document
RTF document
unknown
unknown
unknown
unknown

unknown

Date Modified

Wednesday, September 17 1997 at 4:26:04 AM
Wednesday, September 17 1997 at 4:27:02 AM
Wednesday, September 17 1997 at 4:42:42 AM
Wednesday, September 17 1997 at 4:42:58 AM
Wednesday, December 11993 at 11:37:46 AM
Tuesday, December 17 1991 at 7:42:58 AM
Saturday, January 4 1997 at 12:24:42 PM
Wednesday, October 11 1995 at 12:17:58 PM
Friday, July 28 1995 ak 12:34:06 PM

| Remove |

| A————
32 files Found

BitCurate




Generate reports



BitCurator-0.3.0 [Running] - Oracle VM VirtualBox
BitCurator Forensics GUI . B\ 13 «) 408PM 2 BitCurator i

- O Bitcurator Reports -
_ B Computer = media sf borndigital 2007 038 2007_038 001  metadata 4 Q, search
[EEEETRY

l#l Home . —
Computes Fiwalk XML | Annotated Features | Reports Name v |Size Type Date Modified
K Desktop

] o . > || annotated 2items folder Fri 09 Aug 2013 (
Produces Office Open XML and PDF reports to assist in image analysis I Documents

* bulk 43items folder Fri 09 Aug 2013 (
> || reports 7items folder Fri 09 Aug 2013 (

: 2007_038_001.csv 546 bytes CSV document Fri 09 Aug 2013 (
\m] Pictures

Annotated Feature Files Directory [ Videos | 2007_038_001.xml 7.8kB XML document Fri 09 Aug 2013 (
/media/sf borndigital/2007 038/2007 038 001/me .
= File System

Imaging Tools Qutput Directory For Reports: ﬁ' Trash
rdigital/2007_038/2007 038 001/metadata/reports

Fiwalk XML File i Downloads
|7_038/2007_038_001/metadata/2007_038_001.xml & Music

reports.txt 34 bytes plaintext document Fri 09 Aug 2013 C

Network

Config File (optional): Izl Browse Net...
/Path/To/file

Forensics Tools
Command Line Output:

>> Using the default config File:
Jetc/bitcuratorfbc_report_config.txt

Additional Tools »> config_file:

>> fiwalk_xmilfile:
/media/sf_borndigital/2007_038/2007_038_001/metada
ta/2007_038_001 xml

>> annotated Directory:

| Cancel || Close |[ oK

BitCurater
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Disk Image: 2007 038 001.aff F||e counts (by format)

1

|

N
o Ul

ot

1)06 -




FiwalkReport.pdf — Bitcurator Report

Previous Next _ (10fF 1) Fit Page Width ~ P

Report: File System Statistics and Files BitCurater

Technical Metadata
Found 1 Partition in this disk
Disk Image: 2007_038_001.aff

Feature Value

Partition
PARTITION OFFSET
BLOCK COUNT
FIRST BLOCK
LAST BLOCK
BLOCK SIZE
FTYPE

FTYPE STR

Number of Files

Total Directories
Total Deleted Files
Total Unused Files
Files with Nlinks > 1
Empty Files

Big Files(> 1 MB)




format_table.pdf

Previous Next _{1 of 1) Fit Page Width ~ P

Report: File System Statistics and Files BitCurater

File Format Table
Disk Image: 2007_038_001.aff

Format Short Form
DOS floppy 1440k, x86 hard disk boot sector DOS_tor
empty emp_pty
SysEx File - Sys_e-
(Corel/WP) -Co_WP-

Files

= = =




Conclusion / future



Future Work for BitCurator

0 Metadata reporting on specific preservation
events

7 Phased community uptake through training
and outreach activities

1 Documentation and wiki expansion



Thanks!

sam.meister@mso.umt.edu
@samalanmeister

achass@email.unc.edu
@amchass






