Decision Framework For
Information Encapsulation Techniques
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The diversity of available information
encapsulation technigues makes it hard to
decide which technigque to use for a scenario
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Use file format features
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1. Interview the user about the scenario
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Edit Scenario

Weight wich of each two displayed features is more important for your scenario:
packaging () embedding X (exchude)

visbble . 1 invisible X {exchude)

How important are the following features for your scenario?

carrier restorability Very import ant ; . Minor importance
ayload restorability Very important - Minor impo rtance

carriar processability  Very import ant - Minor i

payload accessibility  Very import ant : ] Minor importance

encryption Very important : {) Minor importance

disk space usage Very important L) Minor importance

encapsulation velocity Very important . Minor importance

use of standards Vary important Lt Minor importance
Chose the most convenient characteristics for each criterion:

disc space usage unlimited X (exchude)

scenario
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3.
Decision-making:
calculate the distance

2. List applicable encapsulation algorithms

encapsulation
algorithms

| of each encapsulation |

PACKAGING
STRUCTURED FILE CONTAINER 2!:':: visible zip: 4GB often
Zipftar capacity Comprassion
Baglt restored
METADATA SCHEMAS all ﬁ':S <ipje Unlimited 'i"‘-;afd
OAI-ORE can be visible capacity neede
METS restored space
EMBEDDING

STEGANOGRAPHY

DIGITAL WATERMARKING
QR-codes visible or armally furth
: invisibl procastaiie space
fragile fingerprints invisible nictetian
er

LSB algorithm
FS algorithm

INFORMATION FRAMES all files Gnlimited | | linear
image pixel extension can be visible | __ .- morme Y| needed
- capacity processable
adding of a sound-track  'restored J\ _ /' _space
FILE FORMAT FEATURES “all files mostly -
PDF file attaching canbe = ..o depends | o oo o depends
PNG ancillary chunks restored , _

4. Encapsulate the information
with a suggested algorithm
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algorithm to the
use scenario

OAI-ORE SIP

Tar packaging

PNG chunk adding

Baqg.it packaging

OpenStego Random Least Signihicant Bit Steganography ——
OpenStego Least Significant Bit Steganography

METS SIP

Zip packagin
p packaging Tar archiving options

Algonthm name: Tar packaging al | .
— Compress the archive; ® true “) false

If compression is enable, choose atechnique: 3 Gzip (.tgz)
BZip2 (.thz2)

Start

' Use best scored algorithm

® Use selected algorithm

r Encapsulate all data sels

' Encapsulate selected dataset with selected algorithm

Output Files

rkspace/components-pet/iPetEncapsulationtargetPeriPack/output/imagetestfile.tgz

Distance high score
of applicable algorithms.

.

Tarred and
compressed content
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PeriCAT will be released on GitHub:
https://github.com/pericles-project
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