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The Problem:

How can we get a better conscience of the actual costs in a repository, and forecast future costs? Are there technigues to help on that?

Hypothesis:

From the body of knowledge of risk management we can conclude that costs are what we have to give up for controls, which in turn are the measures
that we have to put in practice to minimise loss (digital preservation) or to maximise gain (digital curation in a broad sense). In that sense, a control is
anything we are considering applying to either minimise negative impacts or to take advantage of opportunities to produce value and thus bring gains.
The technique behind this method analyses the repository with the support of a risk registry and is based on Business Model Canvas (BMC). A BMC
allows organisations to fill their business model in a visual canvas that allows for easy understanding of their business in nine building blocks. The
motivation behind it is to understand both what can positively affect the value propositions of your business (opportunities) and what can negatively

affect those same value propositions (risks).

The idea is to identify and understand the risks and their impact (positive and negative) on each of the nine building blocks of the BMC. We
demonstrate how the BMC technique can be used in the method above to find risks and then controls for those risks. This in turn makes it possible to

estimate the related costs as part of the overall costs of

uraton

The Solution (a method): e

1. Define the Context: Define the requirements of the main elements —e.g.,
the organisation (mission, etc.); the assets (data and services), and the

external stakeholders— and, for each :
a.ldentify the relevant economic determinants.

Identify from the 4C catalogue the relevant economic determinants that

apply.

Identify eventual extra determinants that might also be relevant for the

scenario
b.Define the BMC for the scenario.

2. Execute a Pragmatic Risk Assessment: Use a risk repository, or consult

experts, in order to:

a.ldentify relevant risks associated with the identified determinants.

b.Identify relevant risks associated with the BMC.
3. Recognise Actual Risk Treatment (the “Current” scenario):

a.Consolidate the risks identified (mainly, to detect repetitions and overlaps).
Note: This is probably the best stage to identify potential positive impacts (if

the identification of positive impacts is desired).

b.Use internal information, and (if necessary) also consult a risk repository or
experts, to identify the controls to apply for the consolidated risks.
c. Estimate the costs for these controls (the ideal is to calculate these costs

precisely, however, best estimates can also be useful).

4. Simulate Alternative Risk Treatments (an optional activity, to be executed
as many times as needed, to explore possible alternative “Future”

scenarios):

a.Use internal information, eventually also consulting a risk repository or
experts, and according to the businesses strategic view and governance
rules, conceive alternative scenarios for controls of the identified risks.
Note: This is probably the best stage to explore opportunities to exploit
positive impacts (if the exploitation of positive impacts is desired).

b.Make your best estimate for the costs of this new scenario.

Generic risks impacts from the

Generic possible controls (the source of costs)

generic BMC

Loss of reputation Repository assessment: external and internal audit and risk analysis

Activity allocates insufficient Use mechanisms to measure activity efficiency in terms of allocated

resources resources, procedures and policies

Community requirements change Identify, monitor and review the understanding of the community

substantially requirements and of the repository objectives

Enforced cessation of repository Plan for continuation of preservation activities beyond repository's

operations lifetime

Community feedback not received Use mechanisms (e.g. email, surveys) for soliciting feedback from

repository users community

Community feedback not acted Define policies to acknowledge community's feedback

upon

Business objectives not met Define mission statement and repository's objectives accordingly to

business requirements

Business fails to preserve essential Define main characteristics of digital content for information

characteristics of digital information | preservation

Business policies and procedures are | Document and make available business policies and procedures

inefficient

Perception of the extent of Document, monitor and review audit feedback, internal risk assessment

repository's success

Loss of key member(s) of staff Appoint a sufficient number of appropriately qualified personnel

Personnel suffer skill loss Implement mechanisms to identify ongoing personnel training

requirements

Budgetary reduction Define a financial preservation plan to assure self-sustainability of

repository

Software failure or incompatibility Install software updates

Hardware failure or incompatibility Monitor hardware performance

Obsolescence of hardware or Maintain hardware/software up to date to meet repository objectives

software

Media degradation or obsolescence | Allocate resources to monitor media storage lifetime and assess

potential value of emerging technologies

Physical intrusion of hardware Implement security infrastructure (e.g. passwords, encryption

storage space software)

Local destructive or disruptive Implement physical security measures (e.g. video-record)

environmental phenomenon

Non availability of core utilities (e.g. Define internal means to nullify disruption of service, monitor and

electricity, gas) review contract agreements of provider's services

Loss of other third-party services Document and review service level contracts or service commitments

with utility provider

Loss of availability of information Use mechanisms to evaluate efficiency of software/hardware systems

and/or service service levels to meet preservation strategies

Loss of authenticity/integrity of Monitor, record and validate integrity of received content

information

Loss or non-suitability of backups Define a backup strategy plan: store content in remote location,

multiple copies of information, test backup systems

Preservation strategies result in Define, review and implement preservation plans

information loss

Inability to validate effectiveness of Implement and review strategies for physical archival storage and

preservation migration

Non-traceability of received, Monitor and record information provenance during its preservation

archived or disseminated package lifecycle

Metadata to information referential | Maintain referential integrity between metadata and archived content

integrity is compromised

Documented change history Document and monitor semantic and technical context

incomplete or incorrect

Authentication subsystem fails Implement authentication subsystems to reflect agreed access rights

and restrictions

Authorisation subsystem fails Implement authorisation subsystems to reflect agreed access rights and

restrictions

Inability to validate effectiveness of Disseminate a complete and authentic object as originally submitted
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Definition 1.1: Risk
Risk—effect of uncertainty on objectives

NOTE 1—An effect is a deviation from the expected—positive and/or negative.
NOTE 2—Objectives can have different aspects (such as financial, health and safety, and environmental goals) and can

apply at different levels (such as strategic, organisation-wide, project, product and process).

NOTE 3—Risk is often characterised by reference to potential Events (1.3) and Consequences (1.5), or a combination of
these.

NOTE 4—Risk is often expressed in terms of a combination of the consequences of an event (including changes in
circumstances) and the associated Likelihood (1.4) of occurrence.

NOTE 5—Uncertainty is the state, even partial, of deficiency of information related to, understanding or knowledge of,
an event, its consequence, or likelihood.

Definition 1.2: Control
Control—a measure that modifies Risk(1.1)

NOTE 1—Controls include any process, policy, device, practice, or other actions which modify risk.
NOTE 2—Controls may not always exert the intended or assumed modifying effect.

Definition 1.3: Event
Event—occurrence or change of a particular set of circumstances

NOTE 1—An event can be one or more occurrences, and can have several causes.

NOTE 2—An event can consist of something not happening.

NOTE 3—An event can sometimes be referred to as an “incident” or “accident”.

NOTE 4—An event without consequences can also be referred to as a “near miss”, “incident”, “near hit” or “close call”.

Definition 1.4: Likelihood
Likelihood—chance of something happening

NOTE 1—In risk management terminology, the word “likelihood” is used to refer to the chance of something
happening, whether defined, measured or determined objectively or subjectively, qualitatively or
quantitatively, and described using general terms or mathematically (such as a probability or a frequency over
a given time period).

NOTE 2—The English term “likelihood” does not have a direct equivalent in some languages; instead, the equivalent of
the term “probability” is often used. However, in English, “probability” is often narrowly interpreted as a
mathematical term. Therefore, in risk management terminology, “likelihood” is used with the intent that it
should have the same broad interpretation as the term “probability” has in many languages other than English.

Definition 1.5: Consequence
Consequence—outcome of an Event(1.3) affecting objectives

NOTE 1—An event can lead to a range of consequences.

NOTE 2—A consequence can be certain or uncertain and can have positive or negative effects on objectives.
NOTE 3—Consequences can be expressed qualitatively or quantitatively.

NOTE 4—Initial consequences can escalate through knock-on effects

Definition 1.6: Risk profile
Risk profile description of any set of Risks(1.1)

NOTE—The set of risks can contain those that relate to the whole organisation, part of the organisation, or as otherwise
defined.

Definition 1.7: Risk treatment
Risk treatment—process to modify Risk(1.1)

NOTE 1—Risk treatment can involve:
a) avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk;
b) taking or increasing risk in order to pursue an opportunity;
c) removing the risk source;
d) changing the Likelihood (1.4);
e) changing the Consequences (1.5);
f)  sharing the risk with another party or parties (including contracts and risk financing); and
g) retaining the risk by informed choice.
NOTE 2—Risk treatments that deal with negative consequences are sometimes referred to as “risk mitigation”, “risk
elimination”, “risk prevention” and “risk reduction”.
NOTE 3—Risk treatment can create new risks or modify existing risks.

Definition 1.8: Risk identification
Risk identification—process of finding, recognizing and describing
Risks(1.1)

NOTE 1—Risk identification involves the identification of risk sources, Events (1.3), their causes and their potential
Consequences (1.5).

NOTE 2—Risk identification can involve historical data, theoretical analysis, informed and expert opinions, and
Stakeholder's (1.10) needs.

Definition 1.9: Risk assessment
Risk assessment—overall process of Risk identification (1.8), risk
analysis and risk evaluation.

Definition 1.10: Stakeholder
Stakeholder—person or organisation that can affect, be affected by,
or perceive themselves to be affected by a decision or activity

NOTE—A decision maker can be a stakeholder.

Definition 1.11: Risk analysis
Risk analysis—process to comprehend the nature of Risk(1.1) and to
determine the level of risk

NOTE 1—Risk analysis provides the basis for risk Evaluation (1.12) and decisions about Risk treatment (1.7).
NOTE 2—Risk analysis includes risk estimation.

Definition 1.12: Risk evaluation
Risk evaluation—process of comparing the results of Risk
analysis(1.11) with risk criteria to determine whether the Risk (1.1)
and/or its magnitude is acceptable or tolerable

NOTE—Risk evaluation assists in the decision about Risk treatment (1.7).

Definition 1.13: Risk management
Risk Management—coordinated activities to direct and control an
organisation with regard to Risk(1.1)

Definition 1.14: Risk management plan
Risk Management Plan—scheme within the Risk management
framework(1.15) specifying the approach, the management
components and resources to be applied to the management of
Risk(1.1)

NOTE 1—Management components typically include procedures, practices, assignment of responsibilities, sequence
and timing of activities.

NOTE 2—The risk management plan can be applied to a particular product, process and project, and part or whole of
the organisation.

Definition 1.15: Risk management framework
Risk management framework—set of components that provide the
foundations and organisational arrangements for designing,
implementing, monitoring, reviewing and continually improving
Risk management(1.13) throughout the organisation

NOTE 1—The foundations include the policy, objectives, mandate and commitment to manage Risk (1.1).

NOTE 2—The organisational arrangements include plans, relationships, accountabilities, resources, processes and
activities.

NOTE 3—The risk management framework is embedded within the organisation's overall strategic and operational
policies and practices.
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