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INTRODUCTION
Background

Public service infrastructure companies produce and manage vast quantities of
data (public sector information - PSI) which are valuable for societal, environ-
mental, and economic re-use. This information is governed by the EU Direc-
tive on Open Data and the re-use of public sector information (Directive (EU)
2019/1024), which states that these data should be open to comply with the
principles of transparency, non-discrimination, and non-exclusivity. Making PSI
data publicly available is especially challenging for critical infrastructure (CI)
companies, since they must follow strict rules for data protection, data security
and preservation.

Research Questions

? How do the different types of interviewees who manage data in
public service infrastructure companies understand openness
as it relates to their data?

? How do they construct their understanding of risk in rela-
tion to making data from their organizations open/available?

? What similarities and/or differences exist between public ser-
vice infrastructure companies as a whole versus compa-
nies managing critical infrastructure (e.g., power, water,
etc.)?

METHOD

� 18 in-depth semi-structured interviews with individuals who man-
age and work directly with data, and who set data policy in public sector
companies of a large German city

� Questions about organizations’ data policies and practices regarding data
sharing and open data, views about value of the organizations’ data
and views about risks associated with making data open

� Interviews were audio recorded, transcribed, and coded using MaxQDA
based on themes from literature, from the interview protocol and themes
that emerged during the interviews

Interviewees by Role and Organization

Role of Interviewee Org. 1 Org. 2 Org. 3 Org. 4 Total

IT 1 1 1 1 4
Customer Data 0 1 1 2 4
Asset Data 0 1 1 2 4
Data Governance 1 1 1 2 5
Innovation 0 0 1 0 1

Total 2 4 5 7 18

FINDINGS

Open Data: Perceptions of Risk

Preliminary Findings

Current situation:
• Reliance on informal processes for sharing data
• Lack of high-level view of data in organizations
Challenges to opening data:
• Lack of shared understanding about the concept of open data
• Lack of understanding and/or authority about legal issues with data
• Emphasis on political tension or mixed signals between responsibility

to make data open, and responsibility to follow all data protection
laws (and further regulations)

• Benefits of making data open are abstract, while risks are concrete
• Amount of administrative work/effort to make data open

NEXT STEPS
� Further Analysis: focusing on themes iden-
tified through preliminary analysis, including: the
perceived value of data, risks relating to open
data, social factors that influence perceptions of
risk, attitudes about open data, data manage-
ment infrastructure, trust, and distrust.

� New Questions: What are the processes
through with stakeholders in this organization
manage their data? How do they classify sensi-
tive information? Do their data management and
classification processes facilitate or hinder efforts
to make data open?

� Develop Proposal for Future Research:
focusing on governance and decision-making pro-
cesses. Mixed-methods and/or participatory re-
search to develop and test the effectiveness of
tools for making decisions about open data in
critical infrastructure organizations.
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