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Matthew Woollard began the event by giving some background to the UK Data Archive, describing it 

as a family of services.  The Economic and Social Data Service is the largest of these services; others 

include the History Data Service, Survey Question Bank and Secure Data Service.  The UKDA has an 

annual turnover of around £3 million and employs sixty-two staff, demonstrating how much can be 

achieved on comparatively little.   

The archive uses the OAIS model as a basic framework, but Matthew stressed that this is just a 

model to help check you’re covering all bases - he felt it would be difficult to set up an archive by 

following this exactly.  For example, a key function for them which isn’t included in the model is all 

the negotiation which occurs pre-ingest to secure appropriate deposits.  He suggested six main 

functions which data centres need to cover are: 

1. Pre-ingest / acquisition 

2. Ingest  

3. Data management / archival storage 

4. Preservation 

5. Access 

6. Administration 

 

The following talks and surgeries picked up on these key functions so the remainder of the notes are 

grouped under these themes. 

 

1. Pre-ingest / acquisition 

The main focus here is liaison to agree what to deposit.  Quantitative data typically comes from 

organisations such as Office of National Statistics (ONS) so it’s often a smoother, less personal 

negotiation.  Qualitative data can be a bit more idiosyncratic and they may need to ask for more 

documentation, as there are useful things the researcher has created but not thought to include. 

Collections remit 

The archive is to take ESRC data but collect more widely than this based on their collections 

development policy.
1
  They try to collect along themes (e.g. crime surveys or public health) to 

provide useful, cohesive collections.  They also collect lots of governmental data through regular 

deposits from the ONS. 

Depositing 

Acquisition is a two-stage process.  Initially, depositors will complete a data review form and provide 

samples of data and consents.  These are discussed by the Acquisition Review Committee
2
 at their 

                                                           
1
 See the Collections Development Policy at: http://www.data-archive.ac.uk/media/54773/ukda067-rms-

collectionsdevelopmentpolicy.pdf  
2
 The process is outlined more fully in the ‘Evaluating Research Data’ presentation - 

http://www.esds.ac.uk/news/eventsdocs/how_to_set_up11nov2010lc2.pdf  
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fortnightly meeting to evaluate what to accept.  Depositors are then asked to complete deposit 

forms and licence agreements to transfer the data and documentation.   

Refusal of data  

Previously, most refusals of data tended to be on grounds of re-usability e.g. people would post 

through a disc of data with no documentation.  Now it’s more likely to be IPR or ethical issues that 

prevent deposit e.g. the researcher has used BBC or newspaper data that they don’t have the rights 

to share further, or the consent agreements made with research participants don’t cover re-use and 

preservation.  The archive found they couldn’t accept around 40% of qualitative data due to consent 

issues not being resolved beforehand.  They’ve since done a lot of outreach and training on this with 

researchers and University Research Ethics Committees and have got refusals down to about 25%.  

They are also pushing to get consent forms reviewed by Ethics Committees rather than just the 

proposal, to avoid archiving issues later on. 

Transfer of data 

The most common way to transfer data is by FTP or on an encrypted CD-ROM/memory stick 

delivered by courier.  They discourage depositors from simply emailing data as it’s unsecure, but 

sometimes people want to do what’s familiar to them.  Some government departments are now 

ultra-security conscious because of recent scandals so have very complex transfer methods e.g. a 

secure case, which is only handed over on receipt of approved ID and then a sequence of different 

departments which have to be called for passwords to unlock the case and the secure containers 

within.  The archive will follow different procedures as depositors require.  Some researchers find it 

emotional to hand over their data so the acquisitions team will build a relationship with them 

beginning with email, then phone, and inviting them into the archive if needed so they can trust 

their data will be properly looked after. 

Agreeing re-use conditions 

Depositors can impose access restrictions but the archive tries to ensure data can be re-used 

wherever possible.  They try to limit strict restrictions: for example, they prefer a 12-18 month limit 

to any embargos on material.  There are only two re-use options on the licence form: for educational 

and commercial access; or for educational use only.  If depositors need to restrict use further they’ll 

get in touch and negotiate this, but the archive found offering stricter access restrictions as standard 

led to people selecting closed options, even when data could be shared.  

 

2. Ingest  

After acquisition, quantitative data are passed to the Data Services team for processing and 

qualitative data go to ESDS Qualidata.  Data are allocated a processing level (A*, A, B, C) which 

represents the level of processing which will be applied.
3
  Data are processed and released within 

thirty days of deposit. 

The processing quick reference guide
4 

explains ingest in detail. To summarise, the team will check: 

                                                           
3
 Data Processing Standards - http://www.data-archive.ac.uk/media/54782/ukda079-ds-

dataprocessingstandards.pdf  
4
 Processing quick reference guide – http://www.data-archive.ac.uk/media/54764/ukda080-ds-

processingquickreference.pdf. See also the quantitative data processing procedures – http://www.data-
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• materials are complete and match what’s described on the transfer form; 

• there is enough detail to produce a catalogue record; 

• data quality – checked for anomalies, completeness, rounding up, format to standard 

template; 

• documentation is sufficient, e.g. details of methodology are included;  

• confidentiality is protected – removed direct identifiers; aggregate or use codes, if needed. 

 

The processing team generate different formats of data files (various access copies and preservation 

versions) and create documentation files and a catalogue record.  Various access packages (zip files 

of data in each format with relevant documentation and a user manual) are prepared and placed on 

the web server with the catalogue record so users can find and access the data.  All public-access 

data, closed data and internal notes/correspondence, etc. is placed on the preservation system once 

processed.  Enhanced processing will then begin for data which will be made accessible through 

Nesstar or Quali Online. 

Confidentiality is a balance when processing: you need to protect identities but don’t want to 

anonymise so much you strip out everything that’s useful.  The end-user licence makes people agree 

not to misuse data and there are penalties if people try to disclose identities, so providing an extra 

layer of confidence.  A secure data service is also being established in response to users’ need for 

lower-level detail, so sensitive data can be shared in a protected environment.  The archive may also 

hold versions of the same data under different licences e.g. one version under general access and 

another more detailed version under special licence.  

 

3. Data management / archival storage 

Matthew argued archival storage needs to have five characteristics. It should be:  

• robust;  

• extensible;  

• secure;  

• well-managed;  

• fail-safe (i.e. incorporating risk management, back-ups, etc.)   

 

Mike King later described the UKDA storage and preservation system – ‘the hidden middle’ – that all 

data goes through.  

Storage and back-up 

UKDA stores multiple versions: the original data as deposited, an archivally-pure, preservation 

version of this and various access copies in the main formats users require.  They hold four copies on 

separate media in two independent server rooms.  They operate RAID 5 or 6 disk protection on all 

servers to allow for one or two drives to fail without any data loss and back-up on to onto LTO4 

WORM (‘write-once, read many’) tapes.  Data on tapes to be stored elsewhere is encrypted.  

                                                                                                                                                                                     

archive.ac.uk/media/54770/ukda081-ds-quantitativedataprocessingprocedures.pdf, and qualitative data 

processing procedures - http://www.data-archive.ac.uk/media/54767/ukda093-ss-

qualitativeprocessingprocedures_03_00.pdf  
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The server rooms have separate alarms, power supplies, air conditioning and fire protection, so they 

don’t shut down together.  Only one user account can put data onto the preservation system and 

physical access is tightly controlled – there are three levels of physical intruder prevention: a 

magnetic lock, an alarm system and a key. 

Encryption 

Back-up copies of all data are protected using 256bit encryption and data exchanged within the 

archive classified as ‘protect’ or above is encrypted using a variety of applications.  Incoming data 

should be encrypted but they are reliant on depositors following their published guidelines and this 

is not always the case.  Depositor/user education is an ongoing process. 

 

4. Preservation 

The archive currently preserves over 6,000 studies, occupying about 1,512GB. They have 8TB of 

capacity so there is room for growth.  They have a standard and consistent directory structure for all 

preserved data, which makes it easier to locate information and migrate it to other systems and 

formats as needed.  They also have automated preservation metadata (dates, location and MD5 

checksum) to confirm all copies are identical so they can vouch for their integrity.  In their forty-two 

years of operation they’ve not lost any data.  Matthew outlined that much of preservation is about 

trustworthiness and having appropriate policies and business continuity plans in place.   

The archive is compliant with three standards: 

1. ISO/IEC 27001: 2005 certification – Information Security Management; 

2. ISO/DIS 14721 - Open archival information system (OAIS) Reference model; 

3. ISO 15489-1:2001 - Information and documentation - Records management. 

 

 

5. Access 

Supporting users 

UKDA staff members help people find and use data through the provision of a catalogue and theme-

based source guides.  Each dataset is accompanied by a user guide and specific user support and 

outreach is provided through the four specialist data services (ESDS Government, ESDS International, 

ESDS Longitudinal and ESDS Qualidata) and the main helpdesk.  They also encourage people to say 

how they’ve used data so they can write up short case studies to encourage further re-use. 

Supporting teaching and learning 

They have thirty-five tailor-made sample survey datasets for teaching purposes.  These are typically 

subsets of the larger UK government surveys which are easier for students to handle.  There are also 

fifteen teaching datasets in the ESDS Nesstar Catalogue.  This data can be browsed and visualised 

online without the need for local statistical analysis software.  They also have SPSS workbooks that 

focus on the skills students need in order to work with a real-world survey dataset, and are 

increasingly working with university departments to offer data training for students. 

Access and licensing 

Users need to register to download datasets.  Access conditions vary based on the depositor’s 

wishes and the level of detail provided in the data.  The base level which gives access to most studies 
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is the End User Licence.  Some special condition datasets need additional approvals e.g. the 

depositor’s permission, and other datasets are under special licence.  The UKDA operates a secure 

data service to provide access to lower-level, sensitive data. 

Secure Data Service 

This service provides access to data that can only be shared under tight restrictions e.g. data 

including low level geographies (e.g. grid references) or detailed occupation and income codes.  

They’re working closely with ONS and others to provide data.  ONS currently runs a Virtual 

Microdata Laboratory, which provides approved researchers with access to restricted data.  They 

hope to move their academic users from the VML to the UKDA’s Secure Data Service in January 

2011.  There has also been interest in placing qualitative data in the SDS for cases where it’s hard to 

remove identifiers e.g. life histories. 

Process for gaining access 

Researchers have to explain their proposed use of sensitive data and have this approved by the data 

depositors.  Once access has been approved, the researcher needs to attend training.  The intention 

here is to ensure researchers are properly informed about working with confidential data, so 

security becomes their concern too.  Users then sign a user agreement which has very strict 

penalties depending on the severity of the offence e.g. being removed from the system, a ban on 

using data from the archive and having funding to their institution cut.  A log-in identity is then 

provided so the approved researcher can work on the data in the secure environment.  Data cannot 

be downloaded from here. 

Using data 

The archive has focused on matching the work environment to users’ needs so they provide a 

desktop with SPSS and other common tools.  Users can also create areas to share analyses and 

documents with their collaborators.  All analysis is performed on a secure server.  When this is 

complete and the researcher wishes to remove their work for reference or publication, it’s checked 

by the archive to make sure nothing sensitive is removed. 

Maintaining security 

The archive has found people are the weak link in security and that researcher ignorance is a far 

greater risk than technical threats.  They provide compulsory training to try and combat this by 

making users responsible.  They’ve also been careful to replicate researchers’ preferred working 

environment as they’ve found breaches occur most when systems are inconvenient.  This was also 

behind the decision to provide remote access to the actual data rather than remote execution (i.e. a 

service where they run the analysis for the researcher).   

 

6. Administration 

The final aspect covers the general day-to-day management through Information Systems, records 

management, human resources, and finance.  Two aspects of administration that Matthew 

remarked were of particular importance were meeting funders’ needs through reporting and 

providing outreach, training and networks. 

 

 


